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SmoothZap Quick Start

In this guide:
. How to install and configure SmoothZap in your SmoothWall system.

Prerequisites
Install and configure a compatible SmoothWall system.

Installing SmoothZap

You can install SmoothZap by installing it from your SmoothWall system or from a SmoothZap
CD.

To install SmoothZap:
1 Log on to your SmoothWall system and browse to the system > maintenance > modules page.
. Toinstall SmoothZap from your SmoothWall system, click Refresh module list.

. Toingtall from aCD, click Advanced to display all options, click Browse, havigate to and select
SmoothZap-X.x-module.tar.gz Where x.x isthe version number. Click Upload to upload
SmoothZap to your SmoothWall system. Click Refresh module list to update the Available modules
area.

2 Inthe Available modulesarea, locate SmoothZap and click Install. Y our SmoothWall systeminstalls
SmoothZap. The next step isto reboot your system.

3 Browse to the system > maintenance > shutdown page, select Inmediately and click Reboot. Once the
system has rebooted and you have logged on, SmoothZap becomes available. Y our next stepsare
to configure SmoothZap.

Configuring SmoothZap

Configuring SmoothZap entalils:

. Configuring relaying by specifying domains and networks that SmoothZap will relay email for
and to, see Configuring Email Relaying on page 1 for more information

. Configuring POP3 proxying, see Configuring POP3 Proxying on page 3
. Configuring protection against spam, see Configuring Anti-spam Settings on page 4

Configuring Email Relaying

Y ou can configure SmoothZap to relay email and scan it for malware, viruses and unsolicited
content.
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To configure email relaying:

1 Browse to the system > administration > external access page. Configure the following settings:
Setting Description
Interface From the drop-down list, select the external interface that will accept
SMTP traffic.
Source IP or network | Leave thisfield blank to allow SmoothZap to get mail from anywhere
Service From the drop-down interface, select SMTP (25).
Comment Optionally, enter information on the configuration.
Enabled Select to enable the configuration.
2 Click Add. The SMTP accessrule is added to the list of current rules.
3 Go to the email > smtp > internal domainspage and configure the following settings:
Setting Description
Domain to relay for Enter the domain name to relay emails for. For example, to accept and
relay emails for joe.smooth@smoothwall.net, enter smoothwall .net.
Relay IP Enter theinternal 1P address of the mail server responsible for handling
mail for this domain.
AV scanning Select if you want to scan the email for viruses.
Append footer Select this option to append footers to mails originating from this domain.
Y ou can create footer content on the content page.
Comment Optionally, enter information on the configuration.
Enabled Select to enable the configuration.
4 Click Add. The configuration is listed in the Current domains area.

Note: SMTP admin access must be enabled on the external interface to allow incoming email.

5 Go to the email > smtp > outgoing page and configure the following settings:
Setting Description
IP or subnettorelay | Enter the |P address or subnets of machines on the local network that are
from to be allowed to relay mail through SmoothZap.
Comment Optionaly, enter information on the configuration.
Enabled Select to enable the configuration.
6 Click Add. The configuration is listed in the Current allowed addresses area.
7 Go to the email > smtp > relay page and configure the following settings:

Setting

Description

Enable mail relay

Select this option to enable email relaying.

Enable transparent
SMTP relay

Optionally, select to enable transparent email relaying

Enable AV scanning

Optionally, select to enable anti-virus scanning.
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Setting Description

Action to performon | If you have selected AV scanning, from the drop-down list, select what to
viruses do if SmoothZap detects avirus. The following options are available:

Drop (discard) email — Select to discard the email, without notifying the
sender or intended recipient.

Bounce email (warn sender) — Select to return the email to the sender, along
with awarning message.

Note: Because the sender’s address can be easily forged, bounced mail
may not be returned to the real sender.

Neutralize email — Select to send awarning email to the recipient,with the
original mail as an attachment.

Allow email delivery — Select to allow the email to be delivered. Theviruswill

be logged.
Transparent SMTP If you have enabled transparent SMTP relaying, see above, select the
interfaces interfaces on which to enableit.

8 Click Save and restart to implement email relaying.

Configuring POP3 Proxying
Y ou can configure SmoothZap to automatically scan email retrieved via POP3 for malware,
viruses and unsolicited content.
To configure POP3 proxying:

1 On the email > pop3 > proxy page, configure the following settings:

Setting Description

Enable transparent Select to enable SmoothZap to transparently retrieve email using POP3
POP3 proxy proxying.

Enable AV scanning | Select to enable AV scanning of email retrieved by SmoothZap.
Interfaces Select the interfaces on which to enable POP3 transparent proxying.

2 Click Save and restart to implement SmoothZap POP3 proxying.
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Configuring Anti-spam Settings
To configure anti-spam settings:
Navigate to the email > anti-spam > anti-spam page and configure the following settings:

1

Area Setting Description
SMTP Enable spam Select to enable spam filtering for relayed email.
filtering

Action to perform
on spam

Select what SmoothZap should do with relayed email deemed
to be spam. The options are:

Drop (discard) email — Discard the email — discarded email is ot
relayed.

Quarantine email — Send the email to the quarantine mailbox as
specified in the Quarantine mailbox field.

Mark subject as spam — Add ***spam=**+ to the subject of the
email and relay it.

Allow email delivery — Relay the email and take no action.

Spam threshold

SmoothZap calculates a statistical probability that the email it
is scanning is spam. The probability of a message being spam
varies, and the options here enable you to customize the level
at which an email will be treated as spam.

Various refinements to the algorithm used by SmoothZap to
optimizefor speed or resourceswill affect the accuracy of this
probability.

For most configurations, we recommend a spam threshold of
80%; that is, email which is more than 80% likely to be
unwanted will be treated as spam.

Select the threshold above which email will be considered
Spam.

90 — The most easily identified spam will befiltered out, but a
significant amount of spam may be allowed through.

50-80 — messages likely to be spam will be filtered out, which
means some non-spam messages may also be caught.

30-40 — messages that are possibly spam will be filtered out,
and non-spam messages are likely to be caught.

10 —spam filtering isvery aggressive. Non-spam messages are
as likely to be caught as spam messages.

Note: When using the Spam check optimization mode: Most

accurate option, see below, we recommend that you set
the spam threshold to 90.

Quarantine
mailbox

Enter the address of the mailbox you want to use to hold
quarantined email.




SmoothWall SmoothZap

Quick Start Guide
Area Setting Description
POP3 Enable spam Select to enable spam filtering for POP3 email.
filtering
Action to perform | Select what to do with POP3 email deemed to be spam. The
on spam options are:

Replace spam with warning — Send an automatic warning to the
recipient and do not send the email.

Mark subject as spam — Add ***spam=**+ to the subject of the
email and deliver it.

Allow email delivery — Deliver the email and take no action.

Spam threshold SmoothZap calculates a statistical probability that the email it
is scanning is spam. The probability of a message being spam
varies, and the options here enable you to customize the level
at which an email will be treated as spam.

Various refinements to the algorithm used by SmoothZap to
optimizefor speed or resourceswill affect the accuracy of this
probability.

For most configurations, we recommend a spam threshold of
80%; that is, email which is more than 80% likely to be
unwanted will be treated as spam.

Select the threshold above which email will be considered
Spam.

90 — Themost easily identified spam will befiltered out, but a
significant amount of spam may be allowed through.

50-80 — messages likely to be spam will be filtered out, which
means some non-spam messages may also be caught.

30-40 — messages that are possibly spam will be filtered out,
and non-spam messages are likely to be caught.

10 —spam filtering isvery aggressive. Non-spam messages are
as likely to be caught as spam messages.
Note: When using the Spam check optimization mode: Most

accurate option, see below, we recommend that you set
the spam threshold to 90.
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Area Setting Description
Tuning Spam check Fine-tune how SmoothZap’ s anti-spam service uses system

optimization mode

resources.

Note: Dueto the transient nature of email, the time taken to
scananindividual email isoften considered immaterial.
We strongly recommend that accuracy options only be
decreased in favour of speed in order to aleviate
specific bursts of traffic or increase throughput on
loaded networks.

The following options are available:

Most Accurate — This option filters spam very accurately.
SmoothZap will bypassthe global fingerprint cache and check
each email against the latest spam filter information. This can
introduce network latency and decrease performance,
however it isthe most resiliant to bursts of spam traffic across
the Internet.

More Accurate — This option filters spam accurately. This
option has the same advanced parsing options as the most
accurate option but usesaglobal fingerprint cacheto allow for
alocal comparison to alleviate the network latency of the most
accurate option.

Note: This option offers high levels of accuracy at increased
speed, but requires more memory and system resources.

Less Resources — Thisoption provides moderate levels of spam
filtering by using awide range of spam processing options but
ommiting the more memory intensive scanning options.

Least Resources — This option provides reasonable levels of
spam filtering by using arange of options which tend to
provide the most accurate determination of spam whilst using
the smallest amount of system resources.

Note: This option isonly recommended for machines which
have limited system resources or memory, or are
heavily loaded.

Fastest — This option provides moderate levels of spam
filtering by ommiting the more time intensive scanning
methods. Each email is scanned briefly against a set of rules
which provide a more immediate appraisal of an email. This
option ommits any network checking to avoid latency and any
labor or processing intensive scanning.

Faster — This option provides limited spam checking abilities
as emails are subjected to only alimited subset of spam
recognition techniques. Scanning techniques which are either
time-intensive, or prone to network latency are ommited in
order to provide the highest possible throughput .

Note: Thisoptionisonly recommended for systemswhich are
heavily loaded and should therefore avoid any intensive
activity.
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Area Setting Description
Home region | Australia and Specify regions from which SmoothZap scores email less
Oceania aggressively for spam.
European Union
South America
Asia
Europe
North America
Automatic Enabled Select to add any email sent through SmoothZap
Whitelisting automatically to the white list.

White-list spam
addresses

Sender addresses

Enter the email addresses and domains of email senders

Black-list spam
addresses

and domains whose messages SmoothZap should always accept.
Recipient Enter the email addresses and domains of recipients of
addresses and messages SmoothZap should always accept.

domains

Sender addresses | Enter the email addresses and domains of email senders
and domains whose messages SmoothZap should always treat as spam.
Recipient Enter the email addresses and domains of recipients of
addresses and messages SmoothZap should always treat as spam.
domains

Click Save to save your anti-spam settings.

Navigate to the system > maintenance > licenses page. In the Anti-spam subscription area, click
Refresh subscription information. This ensures you have the latest anti-spam information and
subscription settings.

SmoothZap is now configured to stop spam. For full information on SmoothZap and all of its
options, see the SmoothZap Administrator’s Guide.
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